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#!/usr/bin/perl −w
use strict;
use POSIX;
use IO::Socket;
use Sys::Syslog;

######################################################################
# squidwatcher
#
# (C) 2004 Daniel Lacroix <dlacroix@erasme.org>
#
# Note:
#   Part of code were copied and adapted from "ldirectord"
#   http://www.vergenet.net/linux/ldirectord/ CVS version 20040922
#
# This program is free software; you can redistribute it and/or
# modify it under the terms of the GNU General Public License as
# published by the Free Software Foundation; either version 2 of the
# License, or (at your option) any later version.
#
# This program is distributed in the hope that it will be useful, but
# WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the GNU
# General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with this program; if not, write to the Free Software
# Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA
# 02111−1307  USA
#
######################################################################

=head1 NAME

squidwatcher

Daemon to monitor real squid proxy and control Linux Virtual Server director

=head1 SYNOPSIS

B<squidwatcher> [B<−−debug>] 

=head1 OPTIONS

B<−−debug> Don’t start as daemon and activate debugging message on stdout.

=cut

######################################################################
# Global variable
######################################################################

# nomber of second beetween each service check (plus check time)
use constant SLEEP_STEP   => 5;
# service port to test to check if service is working
use constant SERVICE_PORT => 80;
# define a web site to test the porn filter
use constant PORN_WEB_SITE => "http://www.sex.com/";
# list of real server to use/test
my $real_server = [
  {
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    ’ip’     => ’192.168.50.2’,
    ’status’ => ’WORKING’, # [WORKING|DEAD]
  },
  {
    ’ip’     => ’192.168.50.3’,
    ’status’ => ’WORKING’, # [WORKING|DEAD]
  },
];

######################################################################
# Function
######################################################################

sub daemon
{
# ‘fork()’ so the parent can exit, this returns control to the command
# line or shell invoking your program.  This step is required so that
# the new process is guaranteed not to be a process group leader. The
# next step, ‘setsid()’, fails if you’re a process group leader.
my $status = fork();

if($status<0) {
die("Could not fork: $!");

  }
if($status>0){
exit(0);

  }

# setsid()’ to become a process group and session group leader. Since a
# controlling terminal is associated with a session, and this new
# session has not yet acquired a controlling terminal our process now
# has no controlling terminal, which is a Good Thing for daemons.
if(POSIX::setsid()<0){
die("Could not setsid");

  }

# fork()’ again so the parent, (the session group leader), can exit.
# This means that we, as a non−session group leader, can never regain a
# controlling terminal.

  $status = fork();

if($status<0) {
die("Could not fork: $!");

  }
if($status>0){
exit(0);

  }

# ‘chdir("/")’ to ensure that our process doesn’t keep any directory in
# use. Failure to do this could make it so that an administrator
# couldn’t unmount a filesystem, because it was our current directory.
if(chdir("/")<0){
die("Could not chdir");

  }

# ‘close()’ fds 0, 1, and 2. This releases the standard in, out, and
# error we inherited from our parent process. We have no way of knowing
# where these fds might have been redirected to. Note that many daemons
# use ‘sysconf()’ to determine the limit ‘_SC_OPEN_MAX’.  ‘_SC_OPEN_MAX’
# tells you the maximun open files/process. Then in a loop, the daemon
# can close all possible file descriptors. You have to decide if you
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# need to do this or not.  If you think that there might be
# file−descriptors open you should close them, since there’s a limit on
# number of concurrent file descriptors.
close(STDIN);
close(STDOUT);
close(STDERR);

# Establish new open descriptors for stdin, stdout and stderr. Even if
# you don’t plan to use them, it is still a good idea to have them open.
# The precise handling of these is a matter of taste; if you have a
# logfile, for example, you might wish to open it as stdout or stderr,
# and open ‘/dev/null’ as stdin; alternatively, you could open
# ‘/dev/console’ as stderr and/or stdout, and ‘/dev/null’ as stdin, or
# any other combination that makes sense for your particular daemon.
if(open(STDIN, "</dev/null")<0){
die("Could not open /dev/null");

  }
if(open(STDOUT, ">>/dev/console")<0){
die("Could not open /dev/console");

  }
if(open(STDERR, ">>/dev/console")<0){
die("Could not open /dev/console");

  }
}

#
# Return:
# 0 : port not open
# 1 : port open
#
sub check_TCP_open
{

my ($address, $port) = @_;
my $remote = IO::Socket::INET−>new(

    Proto    => "tcp",
    PeerAddr => $address,
    PeerPort => $port,
    Timeout  => 1);
my $result = 1;

  $result = 0 unless($remote);
close($remote) if($result);
return $result;

}

#
# Return:
# 0 : service not filtering
# 1 : service filtering
#
sub check_porn_filter
{
my ($address, $port) = @_;
my $remote = IO::Socket::INET−>new(

    Proto    => "tcp",
    PeerAddr => $address,
    PeerPort => $port,
    Timeout  => 1);

my $result = 1;
return(0) unless($remote);
print $remote "GET ".PORN_WEB_SITE." HTTP/1.0\n\n";
my $res = "";
while(<$remote>) {
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    $res .= $_;
  }
if($res !~ /index\.erasme\.org/) {

    $result = 0;
  }
close($remote);
return $result;

}

#
# Return:
# 0 : serveur down
# 1 : serveur up
#
sub check_server
{

my ($address) = @_;
system("ping −i 0.2 −W 1 −c 1 $address > /dev/null");
if($?) {
return(0);

  }
else {

return(1);
  }
}

#
# Start local only service
#
sub start_local_proxy
{

system("service optenet start");
system("iptables −t nat −A PREROUTING −p tcp −m tcp −−dport 80 −j REDIRECT −−to−ports 8080");
system("iptables −t nat −A PREROUTING −p tcp −m tcp −−dport 3128 −j REDIRECT −−to−ports 8080");
system("iptables −t nat −A PREROUTING −p tcp −m tcp −−dport 9090 −j REDIRECT −−to−ports 8080");

}

#
# Stop local only service
#
sub stop_local_proxy
{

system("iptables −t nat −D PREROUTING −p tcp −m tcp −−dport 80 −j REDIRECT −−to−ports 8080");
system("iptables −t nat −D PREROUTING −p tcp −m tcp −−dport 3128 −j REDIRECT −−to−ports 8080");
system("iptables −t nat −D PREROUTING −p tcp −m tcp −−dport 9090 −j REDIRECT −−to−ports 8080");
system("service optenet stop");

}

######################################################################
# Main program
######################################################################

my $debug = 0;

if(join(’ ’, @ARGV) =~ ’−−debug’) {
  $debug = 1;
}

# become a daemon
&daemon() unless($debug);

# open syslog facility
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openlog(’squidwatcher’, ’pid’, ’daemon’);
syslog(’info’, ’squid LVS watcher service started’);

# 1 if all server are down
my $minimum_service = 0;

# check for ever
while(1) {
my $state_changed = 0;
# check working server
my @working_server; 

  $#working_server = −1;
print "New service check round:\n" if($debug);
foreach my $server (@{$real_server}) {
if(&check_porn_filter($server−>{’ip’}, SERVICE_PORT)) {
if($server−>{’status’} eq ’DEAD’) {

        $state_changed = 1;
        $server−>{’status’} = ’WORKING’;
      }

push(@working_server, $server−>{’ip’});
print "WORKING: $server−>{ip}\n" if($debug);

    }
else {
if($server−>{’status’} eq ’WORKING’) {

        $state_changed = 1;
        $server−>{’status’} = ’DEAD’;

print "DEAD: $server−>{ip}\n" if($debug);
      }
    }
  }
# if the working status has changed, update the setup
# accordingly
if($state_changed) {

print "global status changed\n" if($debug);
# clear all real server
system("ipvsadm −C; ipvsadm −A −f 1 −s wlc");
# if some server are working generate corresponding LVS setup
if($#working_server != −1) {
# add each working server to the ipvsadm list
foreach my $workserver (@working_server) {
print "ipvsadm −a −f 1 −r $workserver:".SERVICE_PORT." −g −w 1\n" if($debug);
system("ipvsadm −a −f 1 −r $workserver:".SERVICE_PORT." −g −w 1");

      }
# log status changer

      syslog(’warning’, ’status changed, working server list: ’.join(’,’,@working_server));

# if we were at minimum service stop it now
if($minimum_service) {

print "minimum service stop\n" if($debug);
&stop_local_proxy();

        $minimum_service = 0;
      }
    }

# oups we are alone working, start a proxy on the redirector
else {

print "minimum service start\n" if($debug);
&start_local_proxy();

      $minimum_service = 1;
# log status changer

      syslog(’warning’, ’NO MORE REAL SERVER WORKING MINIMAL MODE’);
    }
  }
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# sleep a litle before next service check
sleep(SLEEP_STEP);

}

closelog();

exit(0);
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#!/bin/bash
#
# squidwatch        This starts and stops squidwatcher.
#
# chkconfig: 345 99 1
# description: squidwatcher is a daemon to monitor real squid proxy\
#              in the LVS loadbalancing system.
#
# pidfile: /var/run/squidwatcher.pid

PATH=/sbin:/bin:/usr/bin:/usr/sbin:/usr/local/bin

# Source function library.
. /etc/init.d/functions

# Check that we are root ... so non−root users stop here
[ ‘id −u‘ = 0 ] || exit 1

RETVAL=0

prog="squidwatcher"

start(){
    echo −n $"Starting $prog: "
    /usr/local/bin/squidwatcher
    RETVAL=$?
    echo

return $RETVAL
}

stop(){
    echo −n $"Stopping $prog: "
    killproc $prog
    RETVAL=$?
    echo

return $RETVAL

}

restart(){
stop

    start
}

# See how we were called.
case "$1" in
    start)

start
;;

stop)
stop
;;

    status)
status $prog
;;

    restart)
restart
;;

    reload)
reload
;;

    condrestart)
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condrestart
;;

    *)
echo $"Usage: $0 {start|stop|status|restart}"
RETVAL=1

esac

exit $RETVAL
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